HOW TO SECURE YOUR
SNAPCHAT ACCOUNT

How secure is your
Snapchat account?



G My Story

@ Create New Story
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Here is the settings page.

Each section has an arrow
allowing you to click and open
each setting to make further

options.
You can edit your personal data
1 and a variety of security settings
+ available for your account.

On the Snapchat Application you

snap to your story!

top right corner.

need to access this page.

(Click your image in the top left of

the camera home screen.)

Here you can add friends or add a

Click on the settings icon in the

MY ACCOUNT

Name
Username
Birthday

Mobile Number
Email

Bitmoji
Snapcodes
Filters & Lenses
Spectacles
Password
Two-Factor Authentication

Notifications

Memories

< Settings




.4 Password

Fargot your password?

CONTINUE
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? Passwords

Enter your new password and
confirm it by entering the
password a second time.

Press next — at the bottom right of
the keyboard when completed

x

Don't share your password with
anyone else! Consider using a
password manager and check the
strength of your password at ‘How
secure is my password’

Firstly to set a new password you

must enter your current password.

If you have forgotten your
password and wish to reset while
you are still able to access your
account, then click ‘Forgot your
password?’

You will be required to enter
your email address which a reset
password link will be sent.

< New Password

? Passwords




{ Two-Factor Authentication

Find Two-Factor Authentication in
the settings menu!

How Two-Factor e
Authentication Works You can set two-factor

authentication. This means you
When logging in, you'll need to
provide an extra Login Code after
your password.

will need to provide an extra login
code after you have entered your

Your Login Code will be sent via text
(message rates may apply) or can be
generated in an app.

password.

Click ‘continue’,

\/ Once you enter your Login Code,
we'll know it's really you! U

{ Two-Factor Authentication < Two-Factor Authentication

Click‘Let’s do it!’

once reading the Text

information on

the screen. Authentication App

Keep in mind that if you lose access to your
way to generate a Login Code, you could
get locked out of your account.

You will then

Do you want to enable Two-

e how you want
Factor Authentication?

to receive your
code. By text or
authentication

1 have to choose
1 application.




{ Two-Factor Authentication

you can
change it
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Recovery Code

Save your Backup Code!

Keep this Backup Code somewhere safe! If
you can't generate a Login Code, you'll
need it to log back into your Snapchat

account. Without it, you could be locked
out for good!

SAVE SCREENSHOT

COPY TO CLIPBOARD

For this example the
code has been sent in
a text.

The code has been

entered and ‘continue
was clicked.

The following screen
approves the code and
allows you to set up an
authentication app if
you require.

Save the backup code
because if you cannot
generate a login code
you will need the
backup code to log
back in.

This is the two-factor
authentication page.

It shows we have set
up text verification,
allows us to access our
recovery code and set
up an authentication
app when required.

{ Two-Factor Authentication

You're all set!

You can also generate Login Codes with an
authentication app! These are more secure
and can generate codes even when you
can't receive text messages - such as when
you're travelling abroad.

Set Up Auth App

Skip

{ Two-Factor Authentication

Text Verification

Authentication App

Recovery Code

Forget Devices




< Memories
STORAGE
Backup Progress

Smart Backup

Import Snaps from Camera Roll

SAVE DESTINATIONS
Save Button
My Story Posts

Save to My Eyes Only by default

FEATURES

Flashback

< Create Passcode

If you forget your passcode, Snapchat won't be able to
recover it or your private Snaps for you.
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Find Memories in the
settings menu!

Try and ensure you
save your snaps for
your eyes only!

The switch must
activated.
You will be taken to

the quick setup page.
Click ‘Quick Setup:

be green to be

You will be asked to
create a passcode 4
characters long.

The setup will be
complete and click
‘Finish’

< My Eyes Only

Move Snaps to My Eyes Only so they're
out of the way when you're showing
Memories to your friends.

learn more

Setup Complete!




< Connected Apps

Easily share Snaps, Stories and Bitmojis to and

from your favourite apps! Be on the lookout for

places where you can connect Snapchat to get
started.

When you connect an app, you can customise
what information is shared, and can remove an
app's access from this screen at any time.

We will automatically remove access if you don't

use an app for 90 days, but you should contact the
developer about any data you've already shared.

View Privacy Policy

o Settings
WHO CAN ...

Contact Me
View My Story
See My Location

See me in Quick Add
MORE INFORMATION

Support
Privacy Policy
Terms of Service

Other Legal
ACCOUNT ACTIONS

Clear Cache
Clear Conversations

Clear Search History

Find Connected Apps in the
settings menu!

Check the apps which are
connected to your snapchat!

Some applications may have
access which you were not
aware.

There are further IMPORTANT
options in the settings menu.

Our suggestions for snapchat
security are to only allow 'My
Friends’to contact and view
your story.

We also advise for your
location settings to be ‘Only
Me’ only yourself can view your
location at any time.



< Settings

U
Privacy Policy
Terms of Service

Other Legal
ACCOUNT ACTIONS

Clear Cache

Clear Conversations
Clear Search History
Clear Sticker Searches
Clear Top Locations
Our Story Snaps
Blocked

My Data

Log Out

Team Snapchat

teamsnapchat

Edit Name

Mute Story

Do Not Disturb
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Clear Conversation )

Remove Friend

Block
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CANCEL

You may also wish to clear

data.

your account.

If you revisit the home screen
(camera) then click the chat button.

Click and hold on a name to reveal
their information, press the settings
option for more.

The following options are available-
including Block.

Blocked

No blocked Snapchatters X

conversations or your browsing

You can check the snapchatters who
you have blocked or even log out of

You can remove
blocked
contacts in the
blocked section
in the main
settings.



4 My Location

We suggest for you to check your
location settings in the settings

Ghost Mode
menu.

You need to check who can see your
location! People may be able to see
your exact location depending on
your settings.

R We suggest you put location onto
Allow friends to request my location o ‘Ghost Mode’ therefore no one can

see your location.

You may wish for family or close
friends to see your location

therefore you can allow requests.

iPhone Only:

in the settings menu find Snapchat application settings. The location option also appears
whereby the application itself records your location. We suggest you choose ‘Never’ but you
may allow ‘While Using the App’ depending on your own preferences.

Camera

{ Settings Snapchat < Snapchat Location

ALLOW SNAPCHAT TO ACCESS ALLOW LOCATION ACCESS

Location Never v

. Contacts O While Using the App
& Photos Read and Write App elxplanation: ”Snapghat uses .th'\s to cus.tomise your
experience and let you discover Filters, Stories and more
z around you."
Microphone ‘ )




There are three ways to access Snap Map:

1) Un-pinch your fingers as if you were
zooming out from the Camera, Friends or

Welcome to
Snap Map!

Discover screen.

2) Tap the Q button at the top of the Camera,

Location access is required to use Friends or Discover screen, then tap the Map!

the Map.

3) Tap a Map Story on the Discover screen.
Allow

Below are screenshot examples of the kind
bl of information which can be displayed. When
your friends allow you to see their location
you can click on them and it will tell you when

they were
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